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Perform forensic investigations on Hadoop clusters with cutting-edge tools and techniques

About This Book

Identify, collect, and analyze Hadoop evidence forensically●

Learn about Hadoop’s internals and Big Data file storage concepts●

A step-by-step guide to help you perform forensic analysis using freely available tools●

Who This Book Is For

This book is meant for statisticians and forensic analysts with basic knowledge of digital forensics. They do
not need to know Big Data Forensics. If you are an IT professional, law enforcement professional, legal
professional, or a student interested in Big Data and forensics, this book is the perfect hands-on guide for
learning how to conduct Hadoop forensic investigations. Each topic and step in the forensic process is
described in accessible language.

What You Will Learn

Understand Hadoop internals and file storage●

Collect and analyze Hadoop forensic evidence●

Perform complex forensic analysis for fraud and other investigations●

Use state-of-the-art forensic tools●

Conduct interviews to identify Hadoop evidence●

Create compelling presentations of your forensic findings●

Understand how Big Data clusters operate●

Apply advanced forensic techniques in an investigation, including file carving, statistical analysis, and●

more

In Detail

Big Data forensics is an important type of digital investigation that involves the identification, collection, and
analysis of large-scale Big Data systems. Hadoop is one of the most popular Big Data solutions, and
forensically investigating a Hadoop cluster requires specialized tools and techniques. With the explosion of
Big Data, forensic investigators need to be prepared to analyze the petabytes of data stored in Hadoop
clusters. Understanding Hadoop’s operational structure and performing forensic analysis with court-accepted
tools and best practices will help you conduct a successful investigation.

Discover how to perform a complete forensic investigation of large-scale Hadoop clusters using the same
tools and techniques employed by forensic experts. This book begins by taking you through the process of
forensic investigation and the pitfalls to avoid. It will walk you through Hadoop’s internals and architecture,
and you will discover what types of information Hadoop stores and how to access that data. You will learn to



identify Big Data evidence using techniques to survey a live system and interview witnesses. After setting up
your own Hadoop system, you will collect evidence using techniques such as forensic imaging and
application-based extractions. You will analyze Hadoop evidence using advanced tools and techniques to
uncover events and statistical information. Finally, data visualization and evidence presentation techniques
are covered to help you properly communicate your findings to any audience.

Style and approach

This book is a complete guide that follows every step of the forensic analysis process in detail. You will be
guided through each key topic and step necessary to perform an investigation. Hands-on exercises are
presented throughout the book, and technical reference guides and sample documents are included for real-
world use.
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From reader reviews:

Jordan Sampson:

Hey guys, do you desires to finds a new book to learn? May be the book with the concept Big Data Forensics
- Learning Hadoop Investigations suitable to you? The book was written by renowned writer in this era. The
actual book untitled Big Data Forensics - Learning Hadoop Investigationsis the main one of several books
this everyone read now. This book was inspired lots of people in the world. When you read this publication
you will enter the new dimension that you ever know previous to. The author explained their strategy in the
simple way, therefore all of people can easily to know the core of this publication. This book will give you a
large amount of information about this world now. To help you to see the represented of the world in this
particular book.

Barbara Cook:

Typically the book Big Data Forensics - Learning Hadoop Investigations will bring you to definitely the new
experience of reading any book. The author style to explain the idea is very unique. Should you try to find
new book to learn, this book very suited to you. The book Big Data Forensics - Learning Hadoop
Investigations is much recommended to you to learn. You can also get the e-book from the official web site,
so you can quicker to read the book.

John Lee:

Are you kind of stressful person, only have 10 or perhaps 15 minute in your moment to upgrading your mind
proficiency or thinking skill also analytical thinking? Then you have problem with the book as compared to
can satisfy your small amount of time to read it because this time you only find e-book that need more time
to be go through. Big Data Forensics - Learning Hadoop Investigations can be your answer since it can be
read by you actually who have those short spare time problems.

Willie McCall:

Many people spending their time frame by playing outside together with friends, fun activity having family
or just watching TV the entire day. You can have new activity to invest your whole day by studying a book.
Ugh, ya think reading a book really can hard because you have to bring the book everywhere? It fine you can
have the e-book, bringing everywhere you want in your Mobile phone. Like Big Data Forensics - Learning
Hadoop Investigations which is having the e-book version. So , why not try out this book? Let's find.
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